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1. Introduction  
 

This document describes the Network Security Policy for Greater Manchester Shared 
Service IT service. It applies to all business functions, information contained or 
transmitted on the network, the physical environment and the staff employed in 
sustaining that network.  
 
Other principles relating to information security, system level security polices and risk 
management more widely across all infrastructure and systems, as well as the network 
and its components, can be found in the GMSS’s Information Governance Framework 
and Information Risk Policy.  
 

2. Aim of the Policy  
 

The aim of this policy is to define the key principles for the protection of the GMSS GM 
network in order to preserve the key Information Security principles of Confidentiality, 
Integrity and Availability.  
 

3. Scope of this Policy  
 

This policy applies to the entirety of the GMSS GM network. “The Network” includes:  
 

 All links, physical and wireless, internal and external  

 Storage systems including servers and the data centre  

 Printers  
 

The policy applies to those members of staff that are directly employed by the GMSS and 
for whom GMSS has legal responsibility. For those staff covered by a letter of 
authority/honorary contract or work experience the organisation’s policies are also 
applicable whilst undertaking duties for or on behalf of GMSS.  
 
Further, this policy applies to authorised individuals from customer organisations and 
others authorised to undertake work on behalf of the GMSS.  

 
4.  Responsibilities  
 

Responsibilities of all authorised individuals  
 

 All individuals within the scope of this policy will be granted network access, 
subject to a laid-down enrolment procedure. Network access is provided for the 
purpose of work duties and work-related education and training.  

 On no account should individuals attempt to circumvent or disable any security 
controls applied to networks or devices. Requests for exceptions to such controls 
must be directed to the IT Service Desk  

 Users must not connect any unauthorised personal device into the Trust network 
or attempt to connect to the Trust wireless network without authorisation. Users 
must not allow any third parties to attempt similar connections.  

 Where a member of staff inadvertently accesses an inappropriate resource, link 
or web-page, they should in the first place escalate this to their line manager who 
is then to report this to the IT Security Manager.  

 Any IT Security breach or suspected breach must be reported to the IT Service 
Desk as soon as possible after discovery. GMSS reserves the right to monitor, 
restrict or deny access to individuals or groups, should there appear to be 
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grounds for concern that network or data integrity has, or is about to be breached. 
All such incidents will be investigated within agreed timescales by an 
appropriately qualified officer or engineer.  

 
Responsibilities of Line Managers  
 

 Line managers are required to ensure that their staff have been made aware of 
this policy.  

 Line managers are responsible for reporting leavers to the IT service desk in a 
timely manner. 

 
The Senior Information Risk Owner (SIRO)  
 
The SIRO bears ultimate responsibility for Information Security under the terms of the 
Data Handling Review (2008) - https://www.gov.uk/government/publications/data-
handling-procedures-in-government.  The SIRO/deputy SIRO is supported by Information 
Asset Owners (IAOs) and Information Asset Administrators (IAAs).   
 
The IAO for the network infrastructure is the Infrastructure Manager.  The GMSS 

Network & Telecoms Engineers are the IAAs for the network and its components. 

  
The Information Security Manager  
 
The Information Security Manager has overall responsibility for the security of information 
and has delegated responsibility for managing the development and implementation of 
technical and operational procedural documents to IT Services and Line Managers. 
 
The Head of IM&T  
 
The Head of IM&T is responsible for oversight of this policy, including its timely 
development and modification.  
 
The Infrastructure Manager  
 
The Infrastructure Manager is responsible for:  
 

 Reporting to the IT Security Manager on matters relating to the security of the 
network.  

 Implementing this policy on a day-to-day basis and ensuring that network 
engineers are aware of, and observing the policy in its entirety.  

 Advising upon the continued development of this policy in order to keep pace with 
technical and topological change.  

 Ensuring that risks to the network are minimised by applying relevant security 
countermeasures.  

 Ensuring that access to the organisation's network is limited to those who have 
the necessary authority and access rights.  

 Providing advice and guidance to relevant staff to ensure that the policy is 
complied with.  

 Approving system policies for infrastructure and services.  

 Approving tested systems and agreeing rollout plans.  

 Advising senior staff and the IT Security Manager on the accreditation of network 
and Telecoms systems and applications  

 Providing a central point of contact on network and network security issues  

https://www.gov.uk/government/publications/data-handling-procedures-in-government
https://www.gov.uk/government/publications/data-handling-procedures-in-government
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 Providing advice and guidance on:  
o Policy Compliance  

o Incident Investigation  

o Contingency Planning for IT systems  

o Security of External Service Provision  

o IT Systems Accreditation  

 Informing the IT Security Manager when:  
o Incidents or alerts have been reported that may affect the organisation's 

systems, applications or networks  

o Proposals have been made to alter the configuration of the organisation’s 
network or to connect to an outside party.  

 
The IT Security Manager  
 
The IT Security Manager acts as a central point of contact on IT security within the 
organisation, for internal staff and external organisations.  
 
The IT Security Manager is to:  
 

 Implement an effective framework for the management of IT security.  

 Coordinate the formulation of IT Security Policies and related policies, so as to be 
able to assist in the provision of a framework for effective Information Security, 
whilst simultaneously satisfying the requirements of internal audit, the IT Security 
elements of the NHS IG Toolkit and in extreme circumstances, the Information 
Commissioner.  

 Advise on the content and implementation of the IT Security programme.  

 Support organisational standards, procedures and guidance on IT Security 
matters in support of the SIRO.  

 Liaise with external organisations on IT security matters, including representing 
the organisation on cross-community committees e.g. iNetworks and the NW 
WARP.  

 Support the IG teams in ensuring that appropriate measures are in place to 
ensure compliance with the Data Protection Act.  

 Helping to remind users of information systems, applications and networks of 
their responsibilities under the Data Protection Act.  

 Providing advice to the SIRO where required.  
 
5. Relevant Standards and Legislation  

 
The relevant legislation and standards for the protection of the network are described at 
Appendixures A (Legislation) and B (Standards). 

  
6. Physical and Environmental Security  
 

 Critical or sensitive network equipment will be housed in secure areas, protected 
by a secure perimeter, with appropriate physical and electronic security barriers 
and entry controls.  

 Network equipment judged to be critical or sensitive will be housed in an 
environment, monitored for temperature, humidity and power supply quality.  

 Critical or sensitive network equipment will be protected from power supply 
failures.  

 Critical or sensitive network equipment will be protected by intruder alarms.  
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 The Network Manager is responsible for ensuring that door lock codes are 
changed periodically, following a compromise of the code, if s/he suspects the 
code has been compromised, or when required to do so by the IT Security 
Manager.  

 Smoking, eating and drinking is forbidden in areas housing critical or sensitive 
network equipment.  

 All visitors to secure network areas must be authorised by the IT services 
manager and briefed on network security requirements.  

 All visitors to secure network areas must be logged in and out. The log will 
contain name, organisation, purpose of visit, date, and time in and out.  

 All visitors are to be escorted at all times. 
 
7. Access Rights and Management for GMSS Staff and Clients  

 

 There is a formal, documented user registration and de-registration procedure for 
access to the network. Access will not be granted until the IT department 
registers a user.  

 Line managers and the IT Infrastructure Manager must approve user access and 
rights.  

 Access rights to the network will be allocated on the requirements of the user's 
job responsibilities, rather than on seniority and detailed on the request form. 
Enhanced security privileges (i.e. 'super-user' or network administrator rights) to 
the network will be strictly limited.  

 All users of the network will have their own individual User ID and password.  

 Access to the network will be via a secure log-on procedure.  

 Remote access to the network will conform to the Remote Access Policy. 

 User access rights will be promptly removed for those users who have left the 
Organisation, following notification by HR or Line Manager to the IT service.  

 User access rights will be promptly reviewed for those who have changed jobs, 
following notification by HR or Line Manager to the IT service.  

 All desktop computers in use on the network will be protected by a secure 
screensaver that will initiate automatically after an agreed period of inactivity.  

 User passwords will be defined and enforced by the relevant system policy.  The 

GMSS standard is Complex passwords, with a minimum of eight characters 

including mixed upper and lower case and at least one numeral.  

 Users are responsible for ensuring that their password is:  

o Unique and not shared with other accounts at home or at work; 
o Not to be shared with other staff or divulged to friends or family.  

 
8.  Device Administration  
 

 All network devices will be secured with encrypted passwords  

 Remote access to network devices will be restricted and controlled using:  
o SSH Version 2 (preferred option if available)  

o telnet in conjunction with access list  

o RADIUS  

 Device configurations will be backed up and stored securely on the network; 
backups will be taken before and after any change is made to the configuration.  

 
 
9.  External and Wireless Network Connections  
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 GMSS will ensure that all connections to external networks and systems have 
been documented and will comply with the ‘Information Governance Statement of 
Compliance (IG SoC); 

 All connections to external networks and systems must conform to the NHS 
Network Security Policy and Code of Connection.  

 All connections to external networks, systems and wireless connectivity are 
subject need to be approval by the GMSS IT Change Advisory Board before they 
commence operation. 

 External connections must be subject to formal contracts or Service Level 
Agreements signed by both sides.  

 GMSS will ensure all wireless connections have been documented.  

 The wireless network authentication will be integrated into Active Directory 
authentication.  

 Wireless networks and connections will be authorised and installed by the GMSS 
IT service only.  

 Wireless Networks will be protected with Certificate-based WPA2 security.  

 Any data exchanged across organisations must conform to the trust’s information 
governance policies.  

 
10.  Network defences – firewalls, IDS, AV, encryption  
 

Appropriately selected network defence technologies and techniques will be deployed in 
order to protect the network. These include:  

 

 Relevant hardware and software technologies including firewalls, IDS, server, 
endpoint anti-malware and appropriate levels of encryption.  

 Port security will be used where possible on Cisco switches to protect from 
multiple unauthorised attempts to connect to a single switch interface. 

 Unpatched physical interfaces will be disabled to prevent unauthorised physical 
access to network access switches. 

 Appropriate management techniques will be deployed to ensure that staff are 
kept aware of dangers or errors which help to compromise networks – e.g. poor 
password discipline, installation of dangerous or irrelevant software, misuse of 
servers as work-station.  

 Network defence is to be reviewed on at least a quarterly basis (more if the 
national or regional Threat Level is raised), to ensure that the organisation is 
keeping abreast with evolving technologies, practices and threat.  

 All appropriate mobile IT will be encrypted. 
 

11.  Monitoring  
 

The organisation reserves the right to institute an appropriate level of monitoring, in 
accordance with current legislation, including the DPA (1998), the Human Rights Act 
(1998) and RIPA (2000).  

 
All staff should be aware that:  
 

 All network access is logged automatically;  

 Network logs are subject to audit;  
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 Where considered appropriate, a user’s access rights can be suspended, subject 
to investigation.  

 
The IT Security Manager and the Head of IT Technical Support/deputy, together have 
authority to authorise monitoring at an individual level or the inspection of audit logs. 
SIRO/Deputy SIRO will be notified and advice will be sought from HoS of respective 
areas. 
 
The IT Security Manager and the Head of IT Technical Support with advice from HR, IG, 
NHS England, NHS Fraud and the Police where necessary have the right to authorise 
the suspension of user access rights.  Deactivation of an account will follow the GMSS 
User Account Life Cycle Process. 
 
Greater Manchester Shared Services deploy network monitoring to proactively manage 
devices and provide troubleshooting of connectivity and performance issues. 

 
12.  System Change Control  
 

All change will be managed using the GMSS IT Change Management procedures.  
 
The Head of IT Technical Support will take the impact of IT changes on the security and 
operation of the network into consideration when authorising any changes.  
 
The Head of IT Technical Support will ensure that no network changes will pose an 
unacceptable risk to the security of information.  
 
The deployment of unauthorised software or software patches is forbidden.  

 
13.  Risk Management  
 

 The GMSS will carry out security risk assessments in relation to the business 
processes covered by this policy. The risk assessment and treatment process will 
identify the appropriate security countermeasures necessary to protect against 
possible network breaches.  

 Penetration testing by an authorised independent expert of the external internet-
facing firewalls will be undertaken as deemed appropriate by the Head of IT 
Technical Support.  

 
14.  Security Audits  
 

Security audits will be carried out: 
 

 Following the go-live of new systems or connections or network reconfigurations;  

 On a predefined schedule;  

 As required to test or follow up a reported issue; 

 Supporting investigations of actual or suspected inappropriate activity. 

 As part of Information Security audits 
 
15.  Reporting Incidents, Near Misses and Vulnerabilities.  
 

 All staff are to report incidents, concerns or suspected issues – e.g. unexpected 
contact with inappropriate web-sites, unexpected e-mail contacts, suspected viral 
attack on their desk-top machine.  

 GMSS encourages a “fair-blame” culture for reported incidents.  
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 Incidents are to be recorded via the IT Service Desk and Datix system in 
accordance with GMSS incident reporting procedures. 

 
16.  Business Continuity and Disaster Recovery  
 

 The Head of IT Technical Support is responsible for the safe operation of the 
GMSS network.  

 This is to be supported by relevant Business Continuity and Disaster Recovery 
Plans.  

 These plans will be subject to on-going review and rehearsal to a timetable laid 
down by the Head of IT Technical support and approved by the SIRO.  

 Where these duties have been delegated, such delegation is to be recorded and 
notified to the SIRO.  

 
17.  Administration of the Policy  
 

 This policy is to be reviewed in a two yearly cycle, unless a serious security 
incident, sudden change in perceived threat level, unexpected technological 
development or changes to standards (including the Law), demands an out-of-
cycle review.  

 Policy change or revision may be triggered by the SIRO or other responsible 
GMSS Officer.  

 
18.  Awareness and Training  
 

 The GMSS will ensure that all users of the network are provided with the 
necessary security guidance, awareness and training to discharge their security 
responsibilities.  

 Awareness / user training requirements are: 

- All GMSS policies and Human Resources (HR) procedures, including 
starters/leavers processes; 

- Annual Information Governance training; 

- Security updates and communications circulated via The Bulletin or as an 
urgent communication by the IT Service Desk or GMSS Communications 
Team; 

- Line managers should complete the Key Skills for Managers training 
courses. 

 All users of the network must be made aware of the contents and implications of 
the Network Security Policy.  

 The IT Service may undertake spot check activities such as Simulated Phishing 
Attacks.  Users are required to undertake and additional training as a result of 
vulnerabilities found. 

 Managers must report all leavers to the IT Service Desk immediately so that 
access to the network, e-mail and other IT system accounts are disabled or 
changed as appropriate.  

 
19.  Disciplinary  
 

 Managers are required to ensure that their staff have been made aware of this 
policy.  

 Failure to comply with this policy will be reported and investigated and may lead 
to disciplinary procedures. In extreme cases of abuse, this may to investigation 
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by an external regulatory body (e.g. the Information Commissioner) or the civil 
police, leading to civil or criminal proceedings against the individual or the 
organisation.  

 
20. Ransomware 
 

 This covers any form of malware, or processes related to malware, or 

compromise of technology where the result is a ransom demand against a user, 

or users, of GMSS infrastructure, or even against the organisation itself. A typical 

example is where a user's computer has become infected with malware, their files 

have been encrypted and they receive a demand for payment to unlock their files. 

However, there are many other ways where information or technology can be 

manipulated or compromised with the ultimate aim of extorting something of 

value from the target user, if they don't comply with some kind of blackmail 

demand. 

 It is GMSS policy to not pay, comply with, or engage with, perpetrators of criminal 

activity such as that described above, or assist, or help make provision for, 

payments to perpetrators of ransomware. 

 In the event of a breach, where information has potentially been corrupted, 

locked, leaked or lost, the rules should be followed as per the organisation's IG 

Policies. For example, there will be a requirement to formally record the incident 

at the earliest possible time and notify the Service Desk and appropriate 

authorities, potentially including the police. 

21. Remediation Network 
 

 This will form the basis by which GMSS infrastructure intelligently identifies 

devices that are connected to the network and takes predefined action based on 

the device type that is connected. Presently there is little visibility of devices 

connected to the corporate wired infrastructure. This forms the basis of checking 

if the device is a corporately managed device followed by it level of operating 

system patching and Antivirus protection and patching. Devices that do not meet 

the required level will automatically be segregated from the network and 

corrective action taken in addition to proactively alerting GMSS IT. 

 The current status is pilot/proof of concept across a selection of six sites. 
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Appendix A  

Network 
Security 

Policy 
 

 

 

Relevant Laws (overleaf)



 

   1 

Serial Title Summary Remarks 

(a) (b) (c) 

1 Theft Act (1968 
and 1978) 

 

It is a criminal offence to appropriate any other 
person's property dishonestly with the intention of 
permanently depriving that person of it. 

 

This includes intellectual property, and IT hardware, 
software and any related equipment, installation or 
facility. 

 

It is also a criminal offence to obtain services or evade 
any liability for payment, by deception or to deliberately 
"make off" without paying for equipment or software. 

 

  

2 Police and 
Criminal Evidence 
Act 1984 (PACE) 

PACE provides the core framework of police powers 
and safeguards around stop and search, arrest, 
detention, investigation, identification and the 
interviewing of detainees. 

Code B, which came into force in February 2008, 

refers to the rights of police when entering and 

searching premises and removing items believed to 

have been used in the commission of crime; this might 

well include IT equipment. 

 

3 Copyright, 
Designs and 
Patents Act (1988) 

 

Software is subject to the same copyright laws as other 
intellectual property: 

 Only software licensed from a software company, or 
developed by the PCTs’ staff or agents, shall be 
installed and used. 

 Public Domain or Shareware software is available 
licence-free, or on a 'try before you buy' basis.  
Such software must only be used with the express 
permission of Management and should be 
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registered and/or licence fees paid.   

 Copying of licensed software must only be in 
accordance with the licence. 

 The copyright of software developed by PCT staff, 
or their agents, is vested in the PCT. 

 You must not copy, for your own use or gain, 
software licensed to the PCT. 

 

4 Computer Misuse 
Act (1990) 

The Computer Misuse Act was introduced to secure 

computer material against unauthorised access or 

modification. Three categories of criminal offences 

were established to cover the following conduct: 

1. Unauthorised access to computer material (i.e. 
low level “hacking”) including the illicit copying 
of software.  

2. Unauthorised access with intent to commit or 
facilitate commission of further offences, which 
covers more serious cases of hacking.  

3. Unauthorised modification of computer 
material, including intentional and unauthorised 
destruction of software or data and the 
circulation of “infected” materials on-line.  

 

1. Penalties for hacking include up to six months 
imprisonment or up to a £5,000 fine. 

2. Penalties for unauthorised access include up to five 
years imprisonment and an unlimited fine. 

3. An Amendment Act in late 2008 added the 
launching of Denial of Service attacks to the list of 
crimes. 

4. The original penalties have also been increased 
with imprisonment for up to 10 years and the Police 
authorised to institute extraditions if required 

5 Trademarks Act 
(1994) 

When applied to ICT, the Trademarks Act deals with 

the possession or selling of “bootleg”  or pirated 

software. Punishment for such offences includes fines 

Trading Standards organisations have substantial 
powers under this Act and were provided with an 
enhanced budget in 2007 to conduct unannounced 
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or up to six months imprisonment. 

 

searches of business premises for software that has 
not been properly licensed; they may do this in 
association with the Federation Against Software Theft 
(FAST). Unannounced searches of this type can be 
legitimately triggered by “whistleblowers”. 

 

6 Data Protection 
Act (1998) 

The Data Protection Act (DPA) defines a legal basis 

for the handling of information relating to living people. 

It is the main piece of legislation governing protection 

of personal data in the UK. All UK organisations must 

comply with this Act.  

The Act defines eight principles of information-handling 

practice:- 

1. Personal data shall be processed fairly and 
lawfully. 

2. Personal data shall be obtained only for one or 
more specified and lawful purposes, and shall 
not be further processed in any manner 
incompatible with that purpose. 

3. Personal data shall be adequate, relevant and 
not excessive in relation to the purpose or 
purposes for which they are processed.  

4. Personal data shall be accurate and, where 
necessary, kept up to date.  

5. Personal data processed for any purpose or 
purposes shall not be kept for longer than is 
necessary for that purpose.  

Compliance with the Act is enforced by an independent 
government authority, the Information Commissioner's 
Office (ICO). His powers in relation to the penalties 
imposed for security lapses have been considerably 
enhanced in 2008 (see Criminal Justice and 
Immigration Act).  

 

http://en.wikipedia.org/wiki/Data_protection
http://en.wikipedia.org/wiki/Data_protection
http://en.wikipedia.org/wiki/Information_Commissioner%27s_Office
http://en.wikipedia.org/wiki/Information_Commissioner%27s_Office
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6. Personal data shall be processed in 
accordance with the rights of data subjects 
under the Act.  

7. Appropriate technical and organisational 
measures shall be taken against unauthorised 
or unlawful processing of personal data and 
against accidental loss, destruction or damage 
to personal data.  

8. Personal data shall not be transferred to a 
country or territory outside the European 
Economic Area unless that country or territory 
ensures an adequate level of protection. 

 

7 Human Rights Act 
(1998) 

 

The Act brings into UK Law various human rights, 
including in particular, the right to respect for a 
person's private and family life including  the right to 
private communications. This right can be interfered 
with in certain situations - in particular the monitoring 
by an employer of personal e-mails sent by an 
employee at work can be justified on the basis that: 

1. The interference is in accordance with the law  

2. It is necessary to protect the rights and 
freedoms of others, or to prevent  crime and 
disorder. 

3. The interference is proportionate i.e. the rights 
of the person whose e-mail is being intercepted 
are balanced against the rights of the employer 
and  is not excessive. 

Therefore, interception of e-mail can be justified if it 
prevents the sending of offensive or libellous e-mails, 
or prevents harassment of other employees or 
members of the public, and/or prevents damage to the 
PCT’s reputation as a public authority.  
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8 Regulation of 
Investigatory 
Powers Act (2000) 

The intention behind the Regulation of Investigatory 

Powers Act (RIPA) was to enhance national security. 

RIPA can be invoked by government officials specified 

in the Act on the grounds of national security, and for 

the purposes of preventing or detecting crime, 

preventing disorder, public safety, protecting public 

health, or in the interests of the economic well-being of 

the United Kingdom. 

 

RIPA allows Government to access electronic 

communications. It:- 

 Enables investigators to demand that an ISP 
provides access to a customer's communications in 
secret 

 Enables mass surveillance of communications in 
transit 

 Enables investigators to demand ISPs fit 
equipment to facilitate surveillance 

 Enables the government to demand that someone 
hands over keys to protected information 

 Allows surveillance of an individual’s internet 
activities 

 Prevents the existence of interception warrants and 
any data collected with them from being revealed in 
court  

There has been much criticism of RIPA in that the 
number of agencies with investigatory powers under 
the Act has vastly increased from “the usual suspects” 
(i.e. Police, MI5, GCHQ) to almost all councils and 
hence abuse. 

http://en.wikipedia.org/wiki/ISP
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9 Freedom of 
Information Act 
(2000) 

The Freedom of Information Act (2000) gives 

individuals the right to request information from 

organisations who have received public funding. It 

applies to all electronic and paper records no matter 

how old and requires the information to be provided 

within 20 working days.  

 

 

10 Criminal Justice 
and Immigration 
Act (2008) 

An omnibus Act which includes clauses relating to the 
loss of data, providing for fines and imprisonment in 
serious cases. Responsibility is now vested not only in 
the organisation but also in the individual. 

 

 

11 Coroners and 
Criminal Justice 
Bill (2008) 

This a another omnibus package dealing with a wide 
variety of issues. Its ICT interest is derived from 
clauses relating to data-sharing, which appear to run 
contrary to Acts listed earlier, in particular, the Data 
Protection Act. 

 

If enacted, any designated authority can make an 
'information sharing order' to share personal 
information. This seems to circumvent whatever 
purpose the information was gathered for - e.g, child 
protection data could be shared with police. That 
sharing can be done if it's considered necessary for 
that authority to achieve a policy objective, or is in the 
interest of the greater public good.  

Concern has been expressed by a number of bodies, 
including the ICO, that the Bill is not consistent with 
earlier legislation and that RIPA, which claimed to have 
controls built in, has completely failed to exert those 
controls so that history may be repeated.  
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Everyone is obliged to abide by relevant UK and EC Legislation / guidance / directives / regulations and this and any other relevant policy of the 
PCT in connection with the use of ICT. 
 
An illustrative list of relevant legislation / guidance / directives / regulations is set out in the quick reference table below. Users should note that 
this does not represent expert legal opinion. 
 

Caldicott Principles 
 
In 1997,  a Government  panel, led by Dame Fiona Caldicott, made a number of recommendations to regulate the use and transfer 
of patient-identifiable information between NHS organisations and non-NHS bodies. A key recommendation of the Caldicott 
Committee was that every use or flow of patient-identifiable information should be regularly justified and routinely tested against the 
principles listed below: 
 
Principle 1. Justify the purpose(s) for using confidential information 
Every proposed use or transfer of personal confidential data within or from an organisation should be clearly defined, scrutinised 
and documented, with continuing uses regularly reviewed, by an appropriate guardian. 
 
Principle 2. Don't use personal confidential data unless it is absolutely necessary 
Personal confidential data items should not be included unless it is essential for the specified purpose(s) of that flow. The need for 
patients to be identified should be considered at each stage of satisfying the purpose(s). 
 
Principle 3. Use the minimum necessary personal confidential data 
Where use of personal confidential data is considered to be essential, the inclusion of each individual item of data should be 
considered and justified so that the minimum amount of personal confidential data is transferred or accessible as is necessary for a 
given function to be carried out. 
 
Principle 4. Access to personal confidential data should be on a strict need-to-know basis 
Only those individuals who need access to personal confidential data should have access to it, and they should only have access to 
the data items that they need to see. This may mean introducing access controls or splitting data flows where one data flow is used 
for several purposes. 
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Principle 5. Everyone with access to personal confidential data should be aware of their responsibilities 
Action should be taken to ensure that those handling personal confidential data - both clinical and non-clinical staff - are made fully 
aware of their responsibilities and obligations to respect patient confidentiality. 
 
Principle 6. Comply with the law 
Every use of personal confidential data must be lawful. Someone in each organisation handling personal confidential data should 
be responsible for ensuring that the organisation complies with legal requirements. 
 
Principle 7. The duty to share information can be as important as the duty to protect patient confidentiality 
Health and social care professionals should have the confidence to share information in the best interests of their patients within 
the framework set out by these principles. They should be supported by the policies of their employers, regulators and professional 
bodies. 
 
Further details are online at: 
http://systems.hscic.gov.uk/data/ods/searchtools/caldicott/index_html 
 
 
Computer Evidence in Criminal Cases 
 
It is now not necessary to prove the reliability of a computer before any statement in a document produced by a computer can be 
admitted in evidence. However, if it is shown that the computer is not working properly, it will affect the weight given to the evidence 
by the court. Therefore, this necessitates the requirement for maintenance to be undertaken periodically. 
 
 
Other Legislation 
 
The following may also be relevant to aspects of the operation or acquisition of Information systems: 
 

 Children’s Act (1989) 

 Companies Act (1985) 

 Criminal Justice and Public Order Act (1994) 

 Defamation Act (1996) 

http://systems.hscic.gov.uk/data/ods/searchtools/caldicott/index_html
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 European Directives and Regulations 

 The Health and Safety (Display Screen Equipment) Regulations (2002) 

 Local Government Finance Act (1982) 

 Race Relations Act (1976) 

 Sex Discrimination Act (1975) 

 The Theft Act (1968) 

 Transfer of Undertakings (Protection of Employment) Regulations (1981) 
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Appendix B  

Network Security Policy 
 
Relevant Security Standards 
 

 ISO 27001/2 

 The IG Toolkit 
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Appendix C  
User Account Life Cycle Process 

 

 
User Account Life Cycle Process 
Date: 6th February 2018 
Version: 1.5 
 
This document outlines the process for authorising and setting up new users via Service Now 
and also the deactivation process for removing users from any GMSS managed systems. IT rely 
on information given by line managers / recruiting managers, as well as records provided by 
People Services in order to manager user access to systems in the most effective and timely 
manner. Retrospective checks can be, and are made to ensure long term access is appropriate, 
however these should never be accepted as a replacement for line managers of all services and 
teams taking responsibility for the staff, systems and equipment in use across their work areas.  
 
Only authorised personnel have the functionality to raise a service request on Service Now in 
order to request a new user or to deactivate a user. 
 
Authorised users were established on commencement of the GMSS in April 2013, with 
authorised users for GP practices reviewed and updated in October 2016.  A further review has 
undertaken to ensure the list of authorised users is accurate both for the GMSS and for our 
clients such as CCG’s. Please note only authorised users have been enabled and have access 
to this functionality.  
 
This functionality also gives the authorised manager the ability to review the list of users for their 
organisation. They are able to request the removal of users from this list and are encouraged to 
do so on a regular basis.  
 
People Services undertake identity and status checks for new employees and inform the line 
manager of this status.  The line manager on acknowledgment of this information can then raise 
a service request on Service Now to set up a new user.   
 
The processes detailed below are also applied when processing requests for members of staff 
who are absent for a prolonged period of time (e.g. maternity leave, long term sick leave, etc.). 
However, as above, IT can only act on information provided around these circumstances.  
 
Step 1 – Initiating Request 
 
ServiceNow can be accessed on the following link: 
 
https://nwcsu.service-now.com/ 
 
On accessing ServiceNow, there is a Knowledge Base section on the home page where a User 
Guide and Escalation User Guide can be located which is a step by step process explaining to a 
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user how to log requests. 
 
Step 2 – Allocating Request 
 
The logged request for a new user account or to deactivate an account is allocated to IT Service 
Desk.  The core data set required to set up a new user is as follows: 
 

Data Item Mandatory Comment 

User ID  Yes   Firstname.Surname 

Title  No   

Forename Yes   

Surname Yes   

Job Title/Role  No   

Department  No   

Location  No   

Business Phone Yes  To be captured on the user request form 

Email address Yes  To be captured on the user request form 

Manager Name Yes  To be captured on the user request form 

Staff Type Yes  * In development 

Applicable if Staff Type = Permanent: 

Assignment Number No from ESR 

 If Staff Type = Contractor:   

Contract Start Date Yes  * In development 

Contract Last Renewed 
Date 

No 
 * In development 

Contract End Date Yes 
* In development  
Deactivates account when passed. 

Agency Yes  * In development 

 
The data is collected and stored in Service Now.  On receipt of the request, the IT Service Team 
follow the process below: 
 
  



 

3 

 

New Starter / Activation of new user Process 
 

 
 
Authorised Users for ServiceNow - Service desk staff and authorised engineers have access 
to the Active Directories and ServiceNow to create, maintain and close user accounts.   
 
The Directory Services Managers maintains a list of those who have access rights to perform 
these functions, IT Service Management maintain the list of those who have access rights to 
perform these functions in ServiceNow. 
 
The lists and access rights are formally reviewed by the IT Operational Management Team on at 
least an annual basis to ensure that processes remain current and to identify any service 
improvement areas.  
 
The screen below shows the ‘Add User’ screen in Service Now. This is where users are 
activated / deactivated. 
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The following screen shows an example of a GMSS member of staff’s activated account and this 
account being deactivated. 
 
Example – Active GMSS Staff Account 
 

 
 
 
Example – Deactivated GMSS Staff Account 
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Leavers / Deactivation of User Accounts  
 
The authorised user, e.g. line manager, logs a request on Service Now to deactivate a user’s 
account.  Where possible, expiry dates on Active Directory accounts will be set in advance.  
Leaver’s accounts are to be disabled as soon as possible and are categorised as a Priority 3, 
which has a target time of resolve within 3 working days of receiving a request.  In the majority 
of cases for standard leavers, line managers should be able to notify IT in advance of a staff’s 
leaving date.  The IT escalation process can be used in the event of an urgent situation. 
 
Where a timely request from a member of staff’s line manager is not received by IT, lists are 
also received from People Services to ensure that leavers can be retrospectively disabled.   
 
The GMSS IT Team also use a tool to identify accounts not used on domains and uses this 
information to cleanse Active Directories.  Accounts not used in 90 days are auto-deprovisioned 
in Active Directory unless the GMSS is notified that a member of staff is on long term leave, in 
which case they are moved to a long term leave OU.  This process is scheduled to automatically 
run daily. 
 
The process is highlighted below: 
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Standard Leaver Process 
 

 
 
This process ensures that IT Service Desk check for any assets that are used solely by the 
member of staff, regardless of whether the Line Manager has returned them or not – a 
responsibility of the Line Manager – to ensure all assets are recovered where appropriate. If 
responses by the Line Manager or Head of Service are not satisfactory, then a record on the 
organisation’s risk register should be created to alert of a potential security breach, and financial 
loss for the value of the equipment at least.  
 
As mentioned above, retrospective checks are also carried out by IT from information provided 
by People Services and the Directory Services Team, the process for dealing with this 
information is detailed below: 
 
  



 

7 

 

Retrospective Leaver Process 
 

 
This process includes a step to allow the Line Manager or Head of Service to confirm that the 
member of staff has definitely left the organisation, before proceeding into the Standard Leaver 
Process. 

 


